Abstract-In this paper, we investigate the robust beamforming and artificial noise design for simultaneous wireless information and power transfer in K-user interference channel, where a secure user is wiretapped by an energy receiver (external eavesdropper). With only imperfect Eavesdropper's Channel State Information (ECSI) at the transmitters, we aim to maximize the worst-case secrecy rate of the secure user, while guaranteeing the individual power constraint at each transmitter, the quality of service requirements at the wiretap-free nodes and the energy harvesting requirement at the energy receiver. Adopting the ellipsoidal uncertainty model of imperfect ECSI, our design goal is reformulated as a two-stage optimization problem, which can be solved efficiently with the help of rank relaxation and one-dimensional line search. Simulation results verify the effectiveness of the proposed design in different scenarios.
channel in a three nodes scenario is investigated in [4] , [5] , which reveals that using multiple antennas at the transmitter can improve the secrecy performance of the system effectively. Based on the PLS technologies, the secure communication with SWIPT has been considered in relay systems [6] and cognitive radio networks [7] , respectively. Up to now, most of the research works of the secure communication for SWIPT focus on the Broadcast Channel (BC) [8] [9] [10] [11] [12] . In particular, [8] investigates the three-node single-input single-output (SISO) SWIPT BC, and an Artificial Noise (AN) aided transmission scheme is proposed to facilitate the secrecy information transmission. In [9] , the authors study both the secrecy rate maximization problem and sum harvested energy maximization problem for multiuser MultipleInput Single-Output (MISO) SWIPT BC. [10] proposes a secure multicast scheme to minimize the total power by using the techniques of rank-two beamformed Alamouti coding. In [11] , the authors study the multicast transmit beamforming for secure layered transmission in MISO SWIPT BC. The research on the secure transmission for SWIPT is further extended to the Multiple-Input Multiple-Output (MIMO) BC in [12] , and the beamforming matrix is designed to maximize the achievable secrecy rate subject to a total power constraint and an energy harvesting constraint.
However, all the above mentioned designs [6] [7] [8] [9] [10] [11] [12] assume the knowledge of perfect Eavesdropper's Channel State Information (ECSI). Practically, the ECSI collected at the transmitter may not be perfect because of the delay error, the quantization error and the limited capacity of feedback channel. Considering the imperfect ECSI, the robust secure beamforming in the multiuser SWIPT BC is investigated in [13] , [14] . Recently, the jointly information and energy transmit beamforming scheme in SWIPT BC with imperfect ECSI and colluding ERs is addressed in [15] . In [16] , the authors propose a robust AN-aided secure transmission design with consideration of the channel uncertainties from the transmitter to IR, ER and eavesdroppers. To the best of our knowledge, the topics on secure communication in SWIPT K-user interference channel (IFC) with ER trying to intercept the secure transmitter have not been studied. Due to the existence of the co-channel interference, the previous works cannot be extended into K-user IFC straightforwardly. Moreover, assuming the imperfect ECSI at the transmitters, the problem becomes more complicated and challenging. This motivates us to investigate this scenario.
In this paper, a robust Beamforming and Artificial Noise (BF-AN) design scheme is proposed for secure communication in a MISO SWIPT K-user IFC. An ER, which is able to harvest energy from the K transmitters, acts as an external eavesdropper and manages to wiretap the secure node. For practical concerns, we assume that the eavesdropper link has Channel Vector Uncertainty (CVU). Specifically, the imperfect ECSI is modeled in the sense of an ellipsoidal region of channel vectors. The Quality of Service (QoS) of each user is modeled by means of its received Signal-to-Interference-plus-Noise Ratio (SINR) at the destination, and we jointly design the BF and AN vectors to maximize the worst-case achievable secrecy rate of the secure node subject to the individual power constraint at each transmitter, the QoS requirements at the wiretap-free nodes and the EH requirement at the ER. However, the problem turns to be a non-convex problem which is difficult to solve. Then, we manage to reformulate it into a two-stage problem. With the help of rank relaxation and other transformation techniques, the inner stage can be recast as a Semidefinite Program (SDP) problem with worst-case constraints. The outer stage is a one-dimensional line search problem which is easy to solve. Therefore, by solving a sequence of SDPs, the original problem can be resolved. Simulation results demonstrate that the injection of AN at transmitters in the considered scenario has pronounced effect on enhancing the secrecy performance due to its benefit for both secrecy and EH performance.
The rest of this paper is organized as follows: Section II presents the system model for the wiretap MISO SWIPT IFC. In Section III, the CVU model is built and then the robust joint BF-AN design is proposed. Extensive simulations are presented in Section IV to verify the effectiveness of the proposed robust design. Finally, conclusions are provided in Section V.
Notations 
... Suppose that T i transmits the information signals and AN simultaneously. In particular, the AN plays two roles in the considered network. On one hand, it can disturb the eavesdropper to protect the legitimate user. On the other hand, it can act as the power source to enhance the harvested power at E . Based on this, the transmit signal at T, i can be represented as The received signal at D i is expressed as
where 1 ,,
ii nd represents the additive white Gaussian noise (AWGN) and it results from the receive antenna at D i . The fading channel in the system is supposed to be the frequency non-selective Rayleigh block fading channel. This means that the fading coefficients of ji h remain constant during one time slot, but change independently from one time slot to another. In our system configuration, we assume that the noises and the channels are independent to each other. Similarly, the received signal at E can be expressed as
where
, represents the channel vector from T i to E . In this work, for the consideration of practical scenario, it is assumed that there are bounded ellipsoidal uncertainties for the channel vectors of E i h , which will be detailed later. EẼ (0, ) nd is the AWGN resulting from the receive antenna at E . Without loss of generality, we let E 1 i dd  . In the considered scenario, the harvested energy of ER comes from two parts: information beams and AN, i.e., i w and i z . The harvested energy at E during each transmission time slot can be represented as [1]  
where 01 q  is a constant representing the energy loss imposed by the energy transducer for converting the harvested energy to electrical energy, and the energy harvested from the background noise can be ignored.
In the system, we suppose that each destination only knows its legitimate channel. Then, the destination can decode the valid messages by treating interferences from the other transmitters as noise. Therefore, from the received signal model in (2), the channel capacity from T i to its legitimate user D i can be derived as follows
As for E , we assume that E decodes T k 's messages by treating interferences from the other transmitters as noise. So the wiretap channel capacity can be calculated from (3) as
the secrecy rate of the secure user T k can be expressed as [17] 
Furthermore, it is assumed that the eavesdropper, i.e., the ER, is registered user of the network, but for some services only intended to legitimate users, it is not authorized to access. According to this, the transmitters can obtain the ECSI through the eavesdropper transmitting pilot from time to time. Based on the ECSI, a cloud computing server can design the beamforming in a very short time.
III. THE ROBUST JOINT BF-AN DESIGN SCHEME
In the following, we provide a joint BF and AN optimization scheme to maximize the worst-case achievable secrecy rate with consideration of the CVU.
A. Ellipsoidal CVU Model
For the eavesdropper links, we assume that only the estimation of the channel vector, i.e., E , i h , are available at the transmitters. Particularly, the channel model can be represented as
where i e is the error of the estimated channel from T i to E . It is assumed that the error lies in the bounded ellipsoidal set { : 1},
where i C0 determines the shape and size of each uncertainty region, and is supposed to be known at each transmitter. It is noted that if i C approaches infinity, ECSI will become perfect, whereas the ECSI is the worst if it is zero.
B. Joint BF-AN Design
In this subsection, our goal is to maximize the achievable secrecy rate of the wiretapped node while guaranteeing the individual power constraint at each transmitter, EH requirement at the ER and the QoS requirements of the wiretap-free nodes for the worst-case channel mismatch i e in the bounded set i G (10) is a non-convex problem because the complicated objective function and constraints are difficult to solve. In the following, in order to tackle the complicated problem, some transformation techniques are applied to approximate and transfer the original problem into an SDP problem.
To deal with (10), we first introduce a slack variable t , and by doing so, (10) is reformulated as , ,
It is shown that for a fixed t, (11) can be converted into an SDP problem via some special transformations. Based on this, the problem (11) can be treated as a two-stage optimization problem. In particular, the inner stage can be viewed as a potential SDP problem with fixed t and the outer stage is a one-dimensional line search problem with variable t. Therefore, how to transform the inner stage problem into an SDP problem is the main issue. In the following, we first deal with this problem.
For a given t, we apply Charnes-Cooper transformation to (11 
It is noted the problem (12) is not convex due to the non-convex constraints (12b) and (12c), and we will cope with this thorny problem in the following subsections.
1) Transformation of (12b)
Now, we focus on the first worst-case constraint (12b). It is noted that in (12b), both sides of the constraint contain common ellipsoidal uncertainty regions. Next, we can turn it into exact equivalent convex conditions. As we can see, by introducing another K slack variables ,
Recalling the CVU model introduced in Section III-A, (13) can be recast as
Using S-procedure [18] , (14a) and (14b) can be rewritten as the following equivalent linear matrix inequality (LMI)'s form
a is a slack variable.
2) Transformation of (12c)
Similar as the method above, we turn to deal with the second worst-case constraint (12c). It can be shown in (12c), the left hand side of the constraint contains K ellipsoidal uncertainty regions. In the following, the constraint can be turned into some exact equivalent convex conditions. Specifically, we introduce another K slack variables , i n i U  , and the constraint (12c) can be represented as
Recalling the CVU model introduced in Section III-A, (16) can be recast as
Using S-procedure [18] , (17a) can be rewritten as the following equivalent LMI's form 
It can be observed that (19) is a standard SDP problem and can be solved efficiently using the numerical solvers such as SeDuMi [19] . The equivalence of the reformulation (19) and the original problem (12) is straightforward, and they have the same optimal solution as ( , , ) ii v XY . Therefore, for a fixed t, the optimal solution of (11) w can be obtained exactly via eigenvalue decomposition, otherwise some rank-one approximation procedures, e.g. Gaussian randomization [20] , can be applied to
w . Finally, the optimal AN vector can be obtained in the same way.
IV. SIMULATIONS
In this section, we present numerical results to evaluate the secrecy rate of the proposed robust BF-AN design with CVU. To illustrate the effectiveness of the proposed scheme, we import three benchmarks. In benchmark 1, we import the joint BF-AN design with perfect ECSI. In benchmark 2, we simulate the secrecy rate of the nonrobust BF-AN design, which treats the estimated ECSI E i h as the perfect ECSI E i h . In benchmark 3, we import the proposed robust beamforming design without AN, i.e., robust BF. In our simulation, it is assumed 0.5, 3, 4, , , ,
, and all legitimate channels are randomly generated following an independent and identically distributed (i.i.d.) circularly symmetric complex Gaussian distribution with zero mean and unit variance. Without loss of generality, all the ECSI errors are designed to be bounded by a sphere, i.e., ,
, where g is the mismatch parameter. The results are obtained by averaging over 1000 Monte Carlo simulations. Fig. 2 shows the secrecy rate for different beamforming schemes versus the power budget of T k for 1 g  . The joint BF-AN design with perfect ECSI can be viewed as the upper bound of the secrecy performance in the network. It can be observed that the secrecy rate of different schemes increase monotonically with k P . We can also observe that the robust BF-AN design outperforms the robust BF design only, and the robust BF-AN scheme outperforms the non-robust one by a reasonable margin. When k P increases, the performance gap between the robust BF-AN scheme and the robust BF scheme is enlarged. So in the settings with imperfect ECSI, AN is necessary for its benefit in improving secrecy rate. Furthermore, the secrecy rate of the proposed robust BF-AN scheme approaches that of the perfect ECSI scheme, especially when k P is small. 
In Fig. 3 , the secrecy rate of different beamforming schemes versus k P are presented for 0.5 g  . Compared with Fig. 2 , the secrecy rate performance of the robust BF-AN, robust BF and non-robust schemes are degraded due to the increase of channel error bound. Moreover, the secrecy rate of the proposed robust BF-AN scheme approaches that of the joint BF-AN scheme with perfect ECSI when k P decreases, which demonstrates the effectiveness of our scheme. Fig. 4 shows the secrecy rate of T k for different BF schemes under various values of the power budget of T , , i i k i U  . It is shown that in all schemes the secrecy rate improves as we increase the transmit power of T i .
The secrecy performance of the robust BF-AN scheme approaches that of the BF-AN design with perfect ECSI scheme when P is large. In Fig. 5 , we show the secrecy rate versus the EH requirement at E , i.e., 1 Q . It is obtained that the secrecy rate of different beamforming schemes decrease with 1 Q monotonically. Moreover, the secrecy rate of the robust BF-AN scheme outperforms that of the robust BF scheme at all 1 Q region, which verifies that AN is beneficial for both secrecy performance and EH. Fig . 6 shows the relationship between the secrecy rate and the wiretap channel mismatch parameter g. It can be observed that with g increasing, the secrecy performance is enhanced. It is also obtained that the secrecy rate increases with the number of transmit antennas. This is because there is more degree at each transmitter to transmit the information. Moreover, with the decreasing of g, compared with the robust BF scheme and nonrobust scheme, the performance advantage of the robust BF-AN scheme becomes remarkable.
V. CONCLUSIONS
In this paper, we study the robust joint BF-AN design for SWIPT in K-user MISO IFC with an ER trying to wiretap the secure user. The optimization object is to maximize the worst-case achievable secrecy rate of the wiretapped node subject to the individual power constraint at each transmitter, the QoS requirements of the wiretap-free nodes and the worst-case EH requirement at ER. With ellipsoidal uncertainty sets modeling the ECSI, we consider the mismatch on channel vectors. To deal with the non-convex problem, the original problem is decomposed into a two-stage problem. By applying SDR and some other specific transformations, the inner stage can be recast into an SDP problem, and the outer stage is a one-dimensional line search problem. Finally, the effectiveness of the proposed algorithm is verified by the simulations.
